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Introduction
The Proceeds of Crime Act (POCA) 2002 (amended by the Criminal Finances Act 2017),
Money Laundering, Terrorist Financing and Transfer of Funds (Information of the Payer)
Regulations 2017 and the Terrorism Act 2000 place obligations on the Council and its
employees with respect to suspected money laundering. These obligations impact on certain
areas of local authority business and require local authorities to establish internal procedures
to prevent the use of their services for money laundering. This Policy sets out how any
concerns should be raised.
Whilst the majority of money laundering activity in the UK falls outside of the public sector,
vigilance by employees of the Council can help identify those who are or may be perpetrating
crimes relating to the financing of terrorism and money laundering.

Scope of the Policy
This Policy applies to all employees of the Council and aims to maintain the high standards
of conduct which currently exist within the Council by preventing criminal activity through
money laundering. The Policy sets out the procedures which must be followed (for example
the reporting of suspicions of money laundering activity) to enable the Council to comply with
its legal obligations.
Failure by a member of staff to comply with the procedures set out in this Policy may lead to
disciplinary action being taken against them. Any disciplinary action will be dealt with in
accordance with the County Council's Disciplinary Policy and Procedure.

What is Money Laundering?
Money laundering is the generic term used to describe the process by which criminals
disguise the original ownership and control of the proceeds of criminal conduct by making
such proceeds appear to have derived from a legitimate source. In other words, the process
of changing ‘bad’ money into ‘good’ money in order to hide the fact that the money originated
from criminal activity. Formally, the following acts constitute money laundering:
 Concealing, disguising, converting, transferring criminal property or removing it from the
UK (section 327 of the Proceeds of Crime Act 2002); or
 Entering into or becoming concerned in an arrangement which you know or suspect
facilitates the acquisition, retention, use or control of criminal property by or on behalf of
another person (section 328);
 Acquiring, using or possessing criminal property (section 329); or
 Becoming concerned in an arrangement facilitating concealment, removal from the
jurisdiction, transfer to nominees or any other retention or control of terrorist property
(section 18 of the Terrorism Act 2000).
These are the primary money laundering offences and thus prohibited acts under the
legislation. There are also two secondary offences: failure to disclose any of the primary
offences and tipping off. Tipping off is where someone informs a person or people who are,
or are suspected of being involved in money laundering, in such a way as to reduce the
likelihood of their being investigated or prejudicing an investigation.
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Potentially any member of staff could be implicated by the money laundering provisions if
they suspect money laundering and either become involved with it in some way and/or do
nothing about it.

Failure to disclose (section 330)
A person commits an offence if each of the following three conditions are satisfied;
 they know or have reasonable grounds to suspect that another person is engaged in
money laundering;
 the information or knowledge in which they have grounds for suspicion is received in the
course of business in the regulated sector; and
 the required disclosure is not made as soon as is practicable after the information
comes to them.
A person does not commit an offence under this section if:
 there is a reasonable excuse for not disclosing this information or other matter;
 they provide professional legal advice and the information came to them in privileged
circumstances; and
 they do not know or suspect money laundering, or have not been provided with such
training as specified by the Secretary of State.
Whilst the risk to the Council of contravening the legislation is Iow, it is extremely important
that all employees are familiar with their legal responsibilities: serious criminal
sanctions may be imposed for breaches of the legislation.

What are the Obligations on the Council?
Organisations conducting "relevant business" must:
 appoint a Money Laundering Reporting Officer ("MLRO") to receive disclosures from
employees of money laundering activity (their own or anyone else's);
 implement a procedure to enable the reporting of suspicions of money laundering;
 maintain client identification procedures in certain circumstances; and
 maintain record keeping procedures.
Not all of the council's business is "relevant" for the purposes of the legislation. It is mainly
the accountancy and audit services carried out by the financial service functions within the
council and the financial, company and property transactions undertaken by Legal Services.
However, the safest way to ensure compliance with the law is to apply it to all areas of work
undertaken by the Council; therefore, all staff are required to comply with the reporting
procedure set out in the Disclosure Procedure section below.
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The Money Laundering Reporting Officer (MLRO)
The officer nominated to receive disclosures about money laundering activity within the
council is the Head of Financial Management. Contact details are provided below:
Paul Blacker, Head of Financial Management
Shire Hall
Westgate Street
Gloucester
GL1 2TG
Email: paul.blacker@gloucestershire.gov.uk
Telephone: 01452 328999 (direct line)
In the absence of the MLRO, any member of the Strategic Finance Management Team is
authorised to deputise.

Disclosure Procedure
Cash Payments:
No payment to the council will be accepted in cash (including notes, coins or travellers
cheques in any currency) if it exceeds £5,000. Cash payments in excess of £10,000 received
in more than one transaction within a twelve month period must also be treated as
suspicious.
Even if the cash value is less than £5,000 and there is suspicion that the monies are from
proceeds of crime then it should still be reported to the MLRO.
Any officer involved in a transaction of this kind should ensure that the person(s) provide
satisfactory evidence of their personal identity.

Reporting to the Money Laundering Reporting Officer
Where you know or suspect that money laundering activity is taking/has taken place, or
become concerned that your involvement in a matter may amount to a prohibited act under
the legislation, you must disclose this as soon as practicable to the MLRO.
Your disclosure should be made to the MLRO using the pro-forma report form on Staffnet
Money Laundering page. The report must include as much detail as possible.
The employee must follow any subsequent directions from the MLRO or deputy and must not
make any further enquiries themselves into the matter. Additionally, they must not take any
further steps in the transaction without authorisation from the MLRO or deputy.
The employee must not disclose or otherwise indicate their suspicions to the person(s)
suspected of money laundering otherwise you may commit a criminal offence of "tipping off”.
They must not discuss the matter with others or note on a file that a report has been made to
the MLRO in case this results in the suspect becoming aware of the suspicion, through a
request to see their file. The MLRO will keep the appropriate records in a confidential
manner.
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Full details of the people involved (including you, if relevant), e.g. name, date of birth,
address, company names, directorships, phone numbers, etc. will be required. If you are
concerned that your involvement in the transaction would amount to a prohibited act under
sections 327 - 329 of the 2002 Act1, then your report must include all relevant details, as you
will need consent from the National Crime Agency (NCA) via the MLRO, to take any further
part in the transaction - this is the case even if the client gives instructions for the matter to
proceed before such consent is given.
You should therefore make it clear in the report if such consent is required and clarify
whether there are any deadlines for giving such consent e.g. a completion date or court
deadline;
Once you have reported the matter to the MLRO you must follow any directions he may give
you. You must not make any further enquiries into the matter yourself: any necessary
investigation will be undertaken by the NCA. Simply report your suspicions to the MLRO who
will refer the matter on to the Serious Organised Crime Agency (SOCA) if appropriate. All
members of staff will be required to co-operate with the MLRO and the authorities during any
subsequent money laundering investigation.

Client Identification Procedure (Customer Due Diligence)
Where the Council is carrying out relevant business (e.g. accountancy, audit and certain
legal services) it must apply customer due diligence measures:
a) when you establish a business relationship
b) when you carry out an ‘occasional transaction’ worth €15,000 (approximately
£10,000) or more
c) when you suspect money laundering or terrorist financing
d) when you have doubts about a customer’s identification information that you
obtained previously
e) when it’s necessary for existing customers - for example if their circumstances
change
A business relationship is one that you enter into with a customer where both of you expect
that the relationship will be ongoing. It can be a formal or an informal arrangement.
When a new business relationship is established the Council needs to obtain information on:


the purpose of the relationship



the intended nature of the relationship - for example where funds will come
from, the purpose of transactions, and so on.

The type of information that you need to obtain may include:


details of your customer’s business or employment



the source and origin of funds that the customer will be using in the
relationship



copies of recent and current financial statements



details of the relationships between signatories and any underlying beneficial
owners



the expected level and type of activity that will take place in the relationship.
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Please note that unlike the reporting procedure, the client identification procedure is
restricted to those operating relevant business, i.e. Financial Services and Legal
Services.
In the above circumstances, staff in the relevant unit of the Council must obtain satisfactory
evidence of the identity of the prospective client, as soon as practicable after instructions are
received (unless evidence of the client has already been obtained). This applies to existing
clients, as well as new ones, but identification evidence is not required for matters entered
into prior to 1 March 2004.
Once instructions to provide relevant business have been received, and it has been
established that any of paragraphs (a) to (e) apply, evidence of identity should be obtained.
With instructions from new clients, or further instructions from a client not well known to you,
you may wish to seek additional evidence of the identity of key individuals in the organisation
and of the organisation itself.
In all cases, the evidence should be retained for at least five years from the end of the
business relationship or transaction(s).
If satisfactory evidence of identity is not obtained at the outset of the matter then the
business relationship or one off transaction(s) cannot proceed any further.

Record Keeping Procedures
The MLRO should retain records of all referrals made to them and of any action taken. The
precise nature of these records is not set out in law but should be capable of providing an
audit trail during any subsequent investigation.
All records should be retained for at least five years. This is so that they may be used as
evidence in any subsequent investigation by the authorities into money laundering.

Guidance and Training
In support of this policy, the council will:
 make staff aware of the requirements and obligations under the anti-money laundering
policy legislation; and
 provide training to those most likely to encounter money laundering.

Conclusion
The legislative requirements concerning anti-money laundering procedures are lengthy and
complex. This Policy has been written to support the Council to meet the legal requirements
in a way which is proportionate to the very low risk to the Council of contravening the
legislation.
Should you have any concerns whatsoever regarding any transactions then you should
contact the MLRO.
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Further Information
Further information relating to the anti-money laundering policy can be found at the following
links:
 National Crime Agency (NCA)
 Money Laundering, Terrorist Financing and Transfer of Funds (Information of the Payer)
Regulations 2017
 Terrorism Act 2002
 CIPFA Guidance on Money Laundering
 Proceeds of Crime Act 2002
 Criminal Finance Act 2017 Act 2017
 Money Laundering Disclosure Form – (Staffnet)
 Guidance for MLRO – (Staffnet)
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